This Page Is Inserted by IFW Operations
and is not a part of the Official Record

BEST AVAILABLE IMAGES

Defective images within this document are accurate representations of
the original documents submitted by the applicant.

Defects in the images may include (but are not limited to):

BLACK BORDERS

e TEXT CUT OFF AT TOP, BOTTOM OR SIDES

e FADED TEXT

e JLLEGIBLE TEXT

e SKEWED/ SLAN’I"ED IMAGES

e COLORED PHOTOS

. BLACK OR VERY BLACK AND WHITE DARK PHOTOS

e GRAY SCALE DOCUMENTS

IMAGES ARE BEST AVAILABLE COPY.

As rescanning documents will not correct images,
please do not report the images to the
Image Problem Mailbox.






O R RO

0 02/33879 A2

(19) World Intellectual Property Organization

Intermational Bureau

(43) International Publication Date

P12 WO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

0 0T OO OO A O

(10) International Publication Number

25 April 2002 (25.04.2002) PCT WO 02/33879 A2
(51) International Patent Classification’: HO04L 9/00 (81) Designated States (rational): AE, AG, AL, AM, AT, AU,
AZ.BA,BB.BG, BR,BY,BZ,CA, CH,CN, CO,CR, CU,
(21) International Application Number:  PCT/EPO1/11888 CZ. DE, DK, DM, DZ, EC, EL, ES, F1, GB, GD, GE, GH,
GM, HR, HU,ID, IL,IN, IS, JP, KE, KG, KP, KR, KZ,LC,
(22) International Filing Date: 15 October 2001 (15.10.2001) LK, LR, LS, LT, LU, LV, MA, MD. MG. MK, MN, MW,
. : MX, MZ, NO, NZ, PH, PL, PT, RO, RU, SD, SE, SG, SI,
{25) Filing Language: English SK.SL. TJ, TM, TR, TT, TZ, UA, UG, US, UZ, VN, YU,
ZA, ZW. .
{26) Publication Language: English
(84) Designated States (regional): ARIPO patent (GH, GM.
(30) Priority Data: KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
0025435.9 17 Ociober 2000 (17.10.2000)  GB patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
60/242.451 24 October 2000 (24.10.2000)  US patent (AT, BE, CH, CY, DE, DK, ES, F1, FR, GB, GR, [E,
. IT, LU, MC, NL, PT, SE, TR), OAPI paient (BF, BJ, CF,
(71) Applicant (for all designated States excepr US): TELE- CG, Cl. CM, GA. GN, GQ. GW, ML, MR. NE, SN, TD,
FONAKTIEBOLAGET L M ERICSSON (PUBL) TG).
{SE/SE}; S-126 25 Stockhoim (SE).
(72) loventor; and : Pubhsh'ed: . .
(75) Inventor/Applicant (for US only): ANDERSON, Stefan without m(crnancmal search report and to be republished
[SE/SE}; Koltrastgriind 23, S-230 41 Klagerup (SE). upon receipt of that report
(74) Agent: O'CONNELL, David, Christopher; Haschine  For nvo-letter codes and other abbreviations. refer to the “Guid-

Lake & Co., Imperial House, 15-19 Kingsway, London
WC2B 1UD (GB).

ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazeltte.

(54) Title: SECURITY SYSTEM

g Emde

PC r——“———l

20

E-MAIL cenn 30
14 APPUCATION—l r BROWSER L- 16
1 T w
CAPY
o] |
1 SECURITY
MANAGER
os
(
SiM 38
{ 1 l
22 24

(57) Abstract: A communications device, which has a cryptographic module for use in mobile communications, can be used as a
cryplographic services provider. For example, the device may be a device which can operate under the Wireless Application Protocol,
that is, a WAP-cnabled device. such as a mobile phone. This has the advantage that WAP-cnabled devices include components which
are used in public key/private key cryptographic sysicms as a pan of their standard communication functions. These components
therefore advantageously allow the device to be used as a cryptographic services provider. Advantapeously, the device can use
Wireless Transport Layer Security (WTLS) for mobile communications, and employs its cryptographic module when in use as a
cryptographic services provider.
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SECURITY SYSTEM
TECHNICAL FIELD OF THE INVENTION

This invention relates to computer systems, and in

particular to the improvement of security in such
systems. More specifically, the invention relates to a
method for‘improving the security of communications,
for example over a computer network, although it is
also applicable to increasing the security of a
computer system.
BACKGROUND OF THE INVENTION

US-5,689,565 describes a cryptography system

architecture for a computer, which provides

ryptographic functiornality to support an application
which requires cryptography. The cryptography system
has a cryptographic application program interface
(CAPI) which interfaces with the application to receive
requests for cryptographic functions. The system
further includes at least one cryptographic service
provider (CSP) that is independené from, but
dynamically accessible by, the CAPI. The CSP provides
the cryptographic functionality and manages the secret
cryptographic keys.

This system architecture is used in many
applications in which data may desirably be transferred
across unsecured computer networks such as the
internet. For example, this architecture can be used
in applications such as email clients, web browsers,
etc. A similar architecture can be used for access
control within a computer system, and for hard disc
encryption. A

US-6,038,551 describes a development of the
architecture disclosed in US-5,689,565, in which the
computer .includes a card reader, and an integrated
circuit card (IC card) stores the cryptographic keys

used by the CSP in the computer, and can perform
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is taken to specify the presence of stated features,
integers, steps or components but does not preclude the
presence or addition of one or more othar features,
integers, steps, components Or groups thereof.

BRIEF DESCRIPTION OF DRAWINGS

Tigure 1 is a block schematic diagram of a first

system implementing the present invention.

Figure 2 is a flow chart showing the operation of

1)}

1.

211 &

r

the system of Figur
Figure 3 is a {jow chart showing 1in more de
part of the operation illustrated in Figure 2.
rigure ¢4 is a block schematic diagram of a second
system implementing the present invention.
Figure 5 is a block schematic diagram of & thixd
system implementing the present invention. '
Figure 6 is a flow chart showing the operation of
the system of rigure 5.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Figure 1 is a block schematic diagram of a
computer system, including a personal computer (PC) 10,
only the relevant components of which are shown. It
will be apparent that, in this embodiment of the
invention, and in the other illustratéd embddiments,
any computer system can be used in exactly the same way
as the PC 10.

The computer has a connection to an external
network 12, for example through a modem (not shown) .

Of particular concern here is the situation where the
computer 10 is connected to an unsecured network, .such
as the internet.

The computer 10 has various software applications
which reguire external communication, such as an email
appiication 14, and a web browser 16, which use Secure
Socket Layer (SSL) and/oxr Transport Layer Security

(TLS) security. In many cases, che information which
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Transport Layer Security (WTLS) can be used. This
provides confidentiality for users, by encrypting
messages which are transmitted over the wireless
interface, and also provides authentication, by means
of digital certificates.

In order to provide this WTLS functionality, the
WAP-enabled device 30 includes a cryptographic module,
which uses an embedded public key and private key on
handshake for auvthentication, thsn generatas symmetric
session keys, which ars usec to sncods messages pefora
transmission and to decode received messages.

For example, the phone 30 may also include a
Subscriber Idebtity Mocule - Wireless Identity Module
(SIM-WIM) card 32, which is used to id=sntify the
subscriber, and can contain the cryptographic module.
Alternatively, the crvpicgraphic module can be realised
in hardware or in software 34 in the phone 30, or-may
be provided on an external smart card. In order to
access the cryptographic module, the MS 30 includes a
security manager module 38. The operation of these
devices will be explained further below.

in accordance with preferred embodiments of the
present invention, the cryptographic module of the
phone, and other features which are used to provide
secure communication using the Wireless Application
Protocol, also allow the phone 30 to be provide some or
all of the functionality of a cryptography sexrvice
provider.

In the case where the cryptographic module is
embodied in hardware, the necessary informatioh is
provided on an integrated circuit in the device.

- Where the Wireless Public Key Infrastructure
(WPKI) is used to distribute the parameters for WTLS,
it can also be used to distribute the parameters

required for use as a cryptography service provider.
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provider and the MS are possible.

Figure 2 is a flow chart showing & method by which
the PC 10 can use the cryptographic functionality in
the mobile phone 30.

The procedure starts with step 100, in which the
application in the PC 10, such as the emesil application
14 or web browser 16 determines that crygtographic
functionality is required, and sends a command to the

cnpPI 18. The cryptographic functionality which is

[t

sequired may iIorx example be encryption, cacrvoiion,
hash generation, message signing, verification, key
generation, certificate management, or rendom number
generation. Other types of cryptographic functionality
which may be provided are described in the PXCS#11
standard mentioned above.

In step 102, the CAPI selects an apcropriate CSP
to provide the cryptography function. In this case,
the CAPI selects the CSP* 26, which can zccess the
cryptographic module in the MS 30.

In step 104, the CAPI 18 establishes communication
with the selected CSP*}26, and the CSP* 25 establishes
communications with the MS 30. As discuséed above, the
communications between the PC 10 and MS-EO can
advantageously be over a Bluetooth short range radio
link.

In step 106, the operating system {CS) 20 verifies
the authenticity of the CSP*. It will be noted that
this step may be unnecessary if the authenticity of the
CSP* has already been established as part df an earlier
process. As an alternative, this step can be carried
out earlier in the process, and other changes in the
order of the illustrated steps are also possible.

In step 108, a message is passed Ircm the CAPI 18
via the CSP* 26 to the MS 30, with details of the

cryptographic operation which is reguirec.
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communication.with the hard disc 52. Since the
information which is stored on the hard disc may be
confidential, the application restricts access thereto,
so that only authorised persons can gain access to it.
As is conventional, therefore, the hard disc
application 50 can call a cryptographic application

rcoram interfacs (CAPI) 18, which is provided on top

'Q

the operating svstem (0S) 20.

0
M

As 1s also conventional, the crvptographic
acplication program irtzxface (CAPI} 13 can access on=
or more cryptography service providers (CSPs) 22, 2a.

Different cryptography service providers (CSPs)
may, for example, use different cryptographic
algorithms, and may be used for different purposes.

In accordancs with the present invention, as

[}

described in more detail with reference to Figures 1-
scme or all of the functionality of a cryptography
service provider is &available on a separate device,
namely a mobile station (MS) 30, and the CSP* 26 can
call the required functionality from the MS 30.

The mobile station may be exactly as described
with reference -to Figures 1 and 3 abocve.

Figure 5 shows a further alternative system in
accordance with the invention.

Again, the computer system is described with
reference to a personal computer (PC) 60, but it will
be apparent that any computer system can be used in
exactly the same way as the PC 60.

The computer has a connection to an external
rretwork 12, for example through a modem (not shown) to
an unsecured network, such as the internet.

The computer 60 has various software applications
which require external communication, such as an email
applicatibn 14, and a web browser 16, which use Secure

Socket Layer (SSL) and/or Transpor:t Layer Security

PCT/EP01/11888
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the Bluetooth ,short-rangs radio transmission protocol,
although an infrared connection 1is also possible. The
protocol for the connection can for example be based on
AT commands, and provides security £f£or those
communications. The command set is advantageously a
version of the command set defined in a standard such
as PKCS#11, described in the document “PKCS#1i1 v2.10:
Cryptographic Token Interface Standard”, published by
RSA Security Inc. and incorporated her=in by reference,
where the commands ars redsiinsd as AT commands.

Figure 6 is a flow chart showing a method by which

n
the PC 60 can use the cryptographic functionality in
the mobile phones 30.

The pbrocedure starts with step 150, in which thse

(=N

application in the PC 60, such as the email application
14 or web browser 16 determines that cryptographic
functionality is reguired, and sends a command to the
PKCS#11 interfacs 70. The cryptographic functionality
which is required may for example be encryption,
decrypticn, - hash generation, message signing,
verification, key generation, certificate management or
random number generation. . .

In step 162, the PKCS#11l interface 70 selects an
appropriate CT to provide the cryptography function.

In this case, the PXCS#11 interface 70 selects the CT*
76, which can access the cryptographic module in the MS
30. .‘

In step 164, the PKCSH11 interféce 70 establishes
communication between the application and>the selected
CT* 76, and the CT* 76 establishes communications with
the MS 30. As discussed above, the communications
between the PC 60 and MS 30 can advantagecusly be over
a2 Bluetooth short range radio link.

In step 166, a message is passed from the PKCS#11

interface 70 to the MS 30, calling the cryptographic
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CLAIMS .
1. A method of encrypting communications from a

computer having an application program interface, the
method comprising using a mobile communications device,
5 which includes a cryptographic module for use in- mobiije
communication, as a cryptographic service provider.
2. A method as claimed in claim 1, wherein the
mobile communications device is a WAP-snablsd davice.

3. A method as claimed in claim 1 or 2, wherein

PR

ig the cryptographic module is that used by thz mobile

>
!
]

(

communications d=vice for Wireless Transpori Laver
Security communications.
L A method as claimed in claim 1, 2 or 3,
comprising providing a wired connectiion between the
15 mobile communicztions device and the computex.

5. A method as <claimed in claim 1, 2 or 3,

m
()
o]
r
oy
)

éomprising providing a wireless connection betw
mobile communications device and the computex.
6. A method as claimed in any of claims 1 to 5,
20 comprising:
when the.application progream interface reqguires
cryptographic functionality, calling a cryptographic
service provider function in the mobile communications
device. '

25 7. A mobile communications device, comprising a
cryptographic module, the cryptographic module being
usable:

(a) for ercoding wireless communications from the
device; )

30 (b) in a cryptographic service provider with an
application program interface of a remote computer.

8. A mobile communications device as claimed in
claim 7, having a-short—range wireless communications
transceiver, for sending signals to and receiving

35 signals from the remote computer.
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to said command.
19. A module for a personal computer, wherein,

in response to the module receiving a first command
from a cryptographic application program interface,
indicating that it requires cryptographic
functionality, the module sands a second command to a
mobile communication device, such that the mobile
communications device acts as a cryptographic service
provider for said personal computer.

20. 2 method of encrypting computer
communications, the method comprising using a separate
mobile communications device, which includes a
cryptographic module for use in mobile communication,
as a cryptographic service provider. _

21. A method as claimed in claim 20, wherein the
mebile communications device is a WAP-enabled device.
22. A method as claimed in claim 20 or 23,
wherein the cryptographic module is that used by the
mobile communications device for Wireless Transport

Layer Security communications.

23. A method as claimed in claim 20, 21 or 22,
comprising providing a wireless connection between the
mobile communications device and the computer.

24. A computer system, comprising:

a computer; and

a mobile communications device, including a
cryptographic module, ) v

the computer having at least one application which
requires cryptographic functionality,

a first part of the required cryptographic
functionality being provided in the computer, and a
second part of the required cryptographic functionality
being provided in the mobile communications device,

the computer and the mobile communications device

having means for establishing a secure communications
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device. .

32. A method as claimed in claim 28, comprising
using a cryptographic module realised in hardware in
the mobile communications device.

33. A method as claimed in claim 28, comprising
using a cryptographic module realised in software in
the mobile communications device.

3a. A method as claimed in claim 238, comprising
using a cryptographic module provided on an external
smart card which can be read by the mobile
communications device.

35. A method as ciaimed in claim 28, comprising
using a cryptocraphic module a s

(WIM) card in said mobki

L

-

e
36. A computer system for supp

S

a cryptographic application program interface; and

a cryptography service prot¥vider,

wherein, when the cryptographic application
program interface determines that the application
requires cryptographic functionality, sends a command
to the cryptography service provider, and

wherein the cryptography service provider has a
communications link to a cryptographic module of a
mobile communications device, the cryptographic module
of the mobile communications device being usable to
encrypt communications between the mobile
communications device and a telscommunications network
over & wireless interface, and

wherein the cryptography service provider can
obtain the cryptographic functionality, reguired by the
application, from the cryptographic module of the
mobile communications device.

37. A system as claimed in claim 36, wherein the

cryptographic module is realised in hardware in the
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mobile communications device further comprising a
security manager module for receiving commands from a
computer system over a second interface, wherein, in
response to suitable commands received from the
computer system over the second intexface, the security
manager module reguests a cryptographic function from
the cryptographic module, and returns the results of
the cryptographic function to the computer system over
the second interface.

45. A& mobile ceommunications device as claimed in
claim 44, wherein the security manager module responds
to a command set defined in a standard PKCS%#11l, where
he commands are redefined as AT commands.

T

4 A mobile communications device as claimed

[}

in claim 44, wherein the second interface is a
3luetootn short-range radio interface.

47. A module for a computer system, the module
comprising: v

an application interface for connection to a
computer application; and

an external interface for connection to a mobile
communication device containing a cryovtographic module;

wherein, when the module receives from the
application interface a regquest for a cryptographic
function which the module is unable to provide, the
module sends a command over the external interface to
the mobile communications device to request the
cryptographic function therefrom.

48 . A module for a computer system as claimed in
claim 47, wherein the module has some cryptographic
functionality, and comprises means for determining in
response to a reguest from the application interface
whether it is able to provide the requested function
cryptographic function.

49. A module for a computer system as claimed in
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